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Pairing-based cryptography over the elliptic curves is a relatively new paradigm in public key cryptography. It
originates many novel cryptographic protocols that were not possible without pairing. Among these protocols, ID-Based
encryption can be interesting for 10T security since it can support a device's ID as a public key. On the other hand,
homomorphic encryption can realize strong security and more concrete privacy of patient’s information while working
with encrypted medical data stored in a cloud data-server. This thesis proposes improvements of some fundamental
operations on a particular type of pairing-friendly curve called Kachisa-Schaefer-Scott (KSS) curve of embedding
degree 16 and 18. The thesis consists of 9 chapters.

Chapter 1 introduces the basic concepts of cryptography and the overall motivation and the contribution of the
thesis.

In Chapter 2, we briefly discuss the mathematical concepts that are related to understanding the concepts of the
thesis. We also define the pairing in general, and the target class pairing-friendly elliptic curves.

Chapter 3 proposes an efficient Optimal-Ate pairing for KSS-18 curve. We improve the Miller's algorithm of
Optimal-Ate pairing by proposing pseudo-12-sparse multiplication. In order to evaluate our theoretic proposal, we also
include some experimental results with recommended parameter settings.

Chapter 4 proposes a technique that will accelerate scalar multiplication in G, over KSS-18 curve. It is crucial to
derive efficiently computable endomorphisms for accelerating scalar multiplication. The target G, group has a property
that specific scalar multiplication can utilize Frobenius endomorphism that is efficiently computable. Focusing on this
property, we derive an essential relation available for scalar multiplication in G, from the structural properties of target
elliptic curve. Then, using the relation, we propose efficient scalar multiplication together with multi-scalar
multiplication. Besides, from the experimental results, we show that the proposed scalar multiplication is about 60 times
faster than the conventional method.

In Chapter 5, we derive twist property for target elliptic curves for the 192-bit security level and compare their
performances concerning scalar multiplication. This thesis shows that the sextic twist over KSS-18 curve has an
advantage over the quartic twist in KSS-16 curve.

Chapter 6 shows the state-of-the-art improvement of Optimal-Ate pairing over KSS-16 curve at the 128-bit security
level. We adopt the most recent parameter and theoretically derive the most efficient pairing calculation. Besides, we
also show experimental implementation and compare our result with other pairing-friendly curves.

In Chapter 7, we opt for further acceleration of the result obtained in Chapter 6 by improving the finite field
arithmetic. We apply the cyclic vector multiplication algorithm for the acceleration. We show comparative results
between Chapter 6's proposal and this. We also show memory optimization for existing final exponentiation algorithm.

Chapter 8 shows the G, scalar multiplication by applying different dimension of GLV decomposition. We show
theoretical and experimental result and find that 4-dimension is optimal for efficient scalar multiplication in G, in KSS-
16 curve.

Finally, Chapter 9 concludes this thesis.
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